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1
Decision/action requested

It is kindly asked that SA3 approve these changes to 33.880.
2
References

3
Rationale
This pCR makes the following changes to 33.880:

Change 1:  (clause 1) Update document Scope.

Change 2:  (clause 3.3) Add abbreviations.

Change 3:  (clause 4 to 4.2) Update the Overview, Introduction, and Architecture clauses.

Change 4:  (clause 5 to 5.2) Remove example clauses and editor’s notes.

Change 5:  (clauses 6) Add collection of requirements from clause 5.


Change 6:  (clause 7 to 7.2) Remove example clauses and editor’s notes.


Change 7:  (clause 7.2.2.3.4) Change “MSK” to “MuSiK” in figures.

Change 8:  (clause 8) Remove editor’s note.
4
Detailed proposal

************************ Start of change 1 *********************************
1
Scope

This document contains a study of the security aspects of the Mission-Critical service. It enhances the security solutions defined for MCPTT in TS 33.179 [3] to support the common functional architecture (MC_ARCH), enhancements to MCPTT (eMCPTT), data services (MCData) video services (MCVideo) and migration and interconnect services with partner systems (MCSMI). 

In each case, this study includes an analysis of the threats to the service, the security requirements to mitigate those threats and an evaluation of possible technical solutions designed to meet the security requirements of the service. 

Stage 2 aspects of the mission critical services are defined within TS 23.179 [2], TS 23.280 [8], TS 23.281 [9], TS 23.282 [10], TR 23.781 [11], TR 23.782 [12] and TS 33.179 [3]. Stage 1 requirements are defined in TS 22.179 [4], TS 22.280 [5], TS 22.281 [6] and TS 22.282 [7]. 
************************ End of change 1 *********************************
************************ Start of change 2 *********************************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CA
Certificate Authority

CSC
Common Services Core
CSK
Client-Server Key

CSK-ID
Client-Server Key Identifier
DL
Downlink
DoS
Denial of Service
eMCPTT
Enhanced Mission Critical Push-to-Talk
GCS
Group Controlling Server
GDK
Group Data Key
GDK-ID
Group Data Key Identifier
GMK
Group Master Key

GMS
Group Management Server
IBE
Identity-Based Encryption
IdM
Identity Management

IdMS
Identity Management Server
JSON
JavaScript Object Notation

JWS
JSON Web Signature

JWT
JSON Web Token

KDF
Key Derivation Function

KFC
Key For Control Signalling

KMS
Key Management Server
LI
Lawful Interception
MBMS
Multimedia Broadcast/Multicast Service
MBSFN
Multimedia Broadcast Single Frequency Network
MC
Mission Critical
MCCI
Mission Critical Communication Interworking
MCData
Mission Critical Data

MCPTT
Mission Critical Push to Talk
MCSEC
Mission Critical SECurity
MCSMI
Mission Critical Study on Migration and Interconnect
MCVideo
Mission Critical Video

MCX
Mission Critical Services
MitM
Man-in-the-Middle
MKFC
Multicast Key Floor Control
MSCCK
MBMS Sub- Channel Control Key
MuSiK
Multicast Signalling Key

PCK
Private Call Key
PDK
Private Data Key
PDK-ID
Private Data Key Identifier
PFK
Participating Function Key
PKI
Public Key Infrastructure
ROC
Roll-Over-Counter
RTP
Real-Time Transport Protocol
SDS
Short Data Services
SPK
SIP Protection Key

SRTCP
Secure Real-Time Transport Control Protocol

SRTP
Secure Real-Time Transport Protocol

SSRC
Synchronization Source
TGMK
Temporary Group Master Key
TMGI
Temporary Mobile Group Identity
UID
User Identifier
************************ End of change 2 *********************************
************************ Start of change 3 *********************************
4
Overview of enhanced Mission Critical Services

4.1
Introduction
This document is intended to investigate and chose the appropriate security solutions for the mission critical stage 1 requirements and stage 2 architecture definitions relating to mission critical enhancements for PTT, Video, Data, Interconnect, Multicast and inter-domain operations.  An overview of the architecture is provided in clause 4.2.
This document addresses the key issues relating to protecting and securing the information for the above mission critical features and architectures (clause 5), and from the key issues a set of potential security requirements are derived (clause 6).
Clause 7 provides the set of potential security solutions aimed at providing coverage of the key issues and derived security requirements, while clause 8 evaluates, draws conclusions, and selects the appropriate security solutions for normative work.
4.2
Architecture

The mission critical architecture consists of a signalling plane, common services core and an application plane.  Figure 4.2-1 shows the functional model for the signalling plane.
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Figure 4.2-1: Signalling plane functional model
The signalling plane functional model shows the major signalling interfaces associated with the mission critical architecture.  The MC service server in figure 4.2-1 may represent the MCPTT server, the MCVideo server or the MCData server.  Inter-domain signalling traverses the SIP-3 and the HTTP-3 interfaces and is applicable to each of the MCPTT, MCVideo and MCData services as well.

As the signalling plane functional model is applicable to each of the MCPTT, MCVideo and MCData services, the existing signalling plane security (for SIP and HTTP) may be reused regardless of which service is actively transmitting on the signalling plane.
Figure 4.2-2 shows the functional model for the common services core.
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Figure 4.2-2: Common services core functional model
The common services core (CSC) functional model shows the major interfaces associated with the various mission critical servers and clients.  The MC service server in figure 4.2-2 may represent the MCPTT server, the MCVideo server or the MCData server, while the MC service client(s) may represent the MCPTT client, MCVideo client or the MCData client.  As the CSC functional model is applicable to each of the MCPTT, MCVideo and MCData features, it is likely that the existing security mechanisms may be reused.
The CSC reference points use variations of SIP and HTTP to fulfil the CSC architecture for the various CSC functional servers (group management servers, configuration management servers, identity management server,key management server, location management servers, etc).  As there are existing solutions for SIP and HTTP, it is likely that the existing SIP and HTTP protection mechanisms will be reused.
Figure 4.2-3 shows the existing SIP and HTTP interface protection mechanisms.
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Figure 4.2-3: SIP and HTTP security architecture

Protection of the application data itself depends on the service (i.e. MCPTT, MCVideo or MCData) and the protocols chosen for each service.  In this case, each service may require different and specific security solutions.  It is assumed that MCVideo will reuse the realtime SRTP and SRTCP security mechanisms while MCData will be dependent upon the protocol chosen by stage 3.  For signalling, it is assumed that MCPTT, MCVideo and MCData will share the common signaling security architecture previously defined in 33.179 [3], which uses a CSK to protect application data on the signalling plane.
End to end protection of application specific data from client to client(s) will be required, as will protection of application specific data from the client to the MCX server in some cases.
This document will explore the specific security requirements for each service and address them independently.
************************ End of change 3 *********************************
************************ Start of change 4 *********************************
5
Security analysis of Mission Critical services

5.1
General
5.2
Cross-service key issues










************************ End of change 4 *********************************
************************ Start of change 5 *********************************
6
List of potential security requirements





6.1 Common services

[MCSEC-1.1-1]:
All users of the MCX Service shall be authenticated to prevent an adversary impersonating a user for the purpose of denial of service.

[MCSEC-1.1-2]:
The  MCX Service should take measures to detect and mitigate DoS attacks to minimise the impact on the network and on MCX users.
[MCSEC-1.2-1]
A security mechanism shall exist that allows transmission of data between MCX network entities to be authenticated, confidentiality protected, integrity protected and protected from replays.
[MCSEC-1.3-1]
The MCX User shall be authenticated by the Mission Critical Application(s).

[MCSEC-1.3-2]
A mechanism shall exist that allows the Mission Critical Application(s) to be authenticated by the MCX User.

[MCSEC-1.3-3]
The MCX UE and the MCX Service should enforce the result of the authentication for the duration of use (e.g. by integrity protection or implicit authentication by encryption with a key that is derived from the authentication and is unknown to the adversary).

[MCSEC-1.3-4]
The security solution should minimise the impact of a compromised MCX UE on other MCX UEs.
[MCSEC-1.4-1]
The Mission Critical Service shall provide a means to ensure integrity of all user signalling at the application layer.

[MCSEC-1.4-2]
The Mission Critical Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.
[MCSEC-1.5-1]
The Mission Critical Service shall provide a means to support confidentiality of MCX Service User IDs from all entities outside the Mission Critical Service. 

[MCSEC-1.5-2]
The Mission Critical Service shall provide a means to support confidentiality of MCX Service signalling from all entities outside the Mission Critical Service.
[MCSEC-1.6-1]
The MCX Service identities of each plane shall be used within the corresponding plane and concealed to other planes.
[MCSEC-1.6-2]
When required by the MXC Service provider, MCX Service identities and other MCX Service sensitive information, shall be contained within the application plane and shall provide a means to support confidentiality and integrity of the application plane from the SIP signalling plane.

[MCSEC-1.6-3]
When protection of identities and other sensitive application information is NOT required by the MCX Service provider, the MCX Service identities and other MCX Service sensitive information, shall remain contained within the application plane but do not require confidentiality protection.
[MCSEC-1.7-1]
When using external security domains, the Home Security Domain shall apply policies which ensure that only trusted external security domains are used.

[MCSEC-1.7-2]
Use of external security domains shall be logged to detect impersonation and misuse.

[MCSEC-1.7-3]
MCX Services shall be able to permit/deny the use of security domains over their service.
[MCSEC-1.8-1]
The security of signalling transmitted between the MCX client and MCX server shall be controlled by the MCX server. As a consequence of this requirement, the MCX Server shall not require key material from external MC Domains to enable the use of MBMS.
6.2 Common functional architecture
[MCSEC-2.1-1]
The MCX UE and the Configuration Management Server, shall mutually authenticate each other prior to MCX UE configuration to use the Mission Critical Service.

[MCSEC-2.1-2]
The MCX User and the Mission Critical Service shall mutually authenticate each other prior to providing the MCX UE with the MCX Service User Profile and access to user-specific services.

[MCSEC-2.1-3]
The transmission of configuration data and user profile data between the Configuration Management Serverand the MCX UE shall be confidentiality protected, integrity protected and protected from replays.
[MCSEC-2.2-1]
Key material for a MCX Service Group shall be integrity and confidentiality protected for a specific MCX User during distribution from the MCX Service to MCX UEs.

[MCSEC-2.2-2] 
Key material for a MCX Service Group shall be authenticated as coming from a valid, authorised source. The authorised source may be MCX Administrator or may be another authorised entity (e.g. an authorised user or dispatcher).

[MCSEC-2.2-3]
It shall be possible for authorised entities to dynamically create and distribute a new group security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain key freshness, or due to compromise of group key material. 

[MCSEC-2.2-4]
The creation of a new group security context (e.g. via User-Regroup operation) shall not change or compromise an existing group security context.

[MCSEC-2.2-5]
It shall be possible for an authorised, authenticated entity to revoke and update a group security context from use.
6.3 MCPTT enhancements
[MCSEC-3.1-1]
The Mission Critical Service shall provide a means to support end to end confidentiality and integrity protection for all media traffic transmitted between MCX UEs.
[MCSEC-3.2-1]
The Mission Critical System shall ensure that key streams are not reused.

[MCSEC-3.3-1]
An authorised MCX User shall be able to obtain the information necessary to derive the group security context for the MCX Service Group while a group communication is on-going. As a result, the MCX User shall be able to listen to the group communication within 350ms. This requirement applies for both on-network and off-network MCX operation.
[MCSEC-3.4-1]
It shall be possible to establish a unique Private Call security context between any pair of authorised MCX Users within the Mission Critical System. The security context shall not be available to other MCX Users, except, where necessary, authorised monitoring functions (e.g. LI, Discreet Listening). If the security context is made available to monitoring functions, appropriate controls and logging shall exist. This requirement applies when MCX UEs are operating both on-network and off-network.

[MCSEC-3.4-2]
The Private Call security context shall provide a means to provide confidentiality and integrity protection of user traffic, and authenticate the MCX Users involved in the Private Call.
[MCSEC-3.5-1]
The Mission Critical Service shall provide means to support confidentiality and integrity protection for the MBMS subchannel control messages.
[MCSEC-3.6-1]
The Mission Critical Service shall provide means to conceal group identifiers.
6.4 MCData
[MCSEC-4.1-1]
The Mission Critical Service shall provide a means to support end-to-end confidentiality and integrity protection for messaging transmitted between MCX UEs in both media and signalling streams.

[MCSEC-4.1-2]
The Mission Critical Service shall provide a means to authenticate messages in both media and signalling streams.
6.5 MCVideo
[MCSEC-5.6-001]
The security requirements from clause 5.4 also apply to the MCVideo service.
[MCSEC-5.6-002] Group key material shall be integrity and confidentiality protected for a specific MCX User during distribution from the MCX service to MC UEs.

[MCSEC-5.6-003] Group key material shall be authenticated as coming from a valid, authorized source. The authorized source may be an MCX Administrator or may be another authorized entity (e.g. an authorized MCX User or Dispatcher).

[MCSEC-5.6-004] It shall be possible for authorized entities to dynamically create and distribute a new group security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain key freshness, or due to compromise of group key material.

[MCSEC-5.6-005] The creation of a new group security context (e.g. via User-Regroup operation) shall not change or compromise an existing group security context.

[MCSEC-5.6-006] It shall be possible for an authorized, authenticated entity to revoke and update a group security context from use.
[MCSEC-5.6-007] All users of the MCX service shall be authenticated to prevent an adversary impersonating a user for the purpose of denial of service.

[MCSEC-5.6-008] The MCX service should take measures to detect and mitigate DoS attacks to minimize the impact on the network and on MCX users.

[MCSEC-5.6-009] The MCX user shall be authenticated by the MCX application.

[MCSEC-5.6-010] A mechanism shall exist that allows the MCX application to be authenticated by the MCX user.

[MCSEC-5.6-011] The MCX UE and MCX service should enforce the result of the authentication for the duration of communications (e.g. by integrity protection or implicit authentication by encryption with a key that is derived from the authentication and is unknown to the adversary).

[MCSEC-5.6-012] The security solution should minimize the impact of a compromised MCXUE on other MCX UEs.

[MCSEC-5.6-013] The MCX Service shall provide a means to ensure integrity of all MCX user signalling at the application layer.

[MCSEC-5.6-014] The MCX Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.

[MCSEC-5.6-015] The MCX service shall provide a means to support confidentiality of MCX user identities from all entities outside the MCX service.

[MCSEC-5.6-016] The MCX service shall provide a means to support confidentiality of MCX signalling from all entities outside the MCX service.

[MCSEC-5.6-017] The MCX Service shall provide a means to support end-to-end confidentiality and integrity protection for all media traffic transmitted between MCX UEs.

[MCSEC-5.6-018] The MCX Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCX UE to the MCX application server.
[MCSEC-5.6-019] Specific roles in the organization and shall be identified to authorize and activate Ambient Listening and privileges shall be assigned to these roles to activate and register the use of ambient listening.

[MCSEC-5.6-020] The activation of the Ambient Listening functionality shall be automatically registered by the system and will be stored as an 'event' by the system.

[MCSEC-5.6-021] Any decision to activate Ambient Listening, or review of such a decision, may also be recorded in a suitable incident log unless to do so would interfere with the purpose for which the functionality is being used i.e. an investigation tool for evidence gathering in cases of suspected gross misconduct of staff or evidence gathering in criminal cases.  If this is the case the authorization needs to be recorded elsewhere as appropriate.

[MCSEC-5.6-022] A radio user should be told as soon as possible that they are, or have been, subject to Ambient Listening and the reason why the functionality was activated.  The fact they have been informed, by whom and when, should be recorded in a suitable log.
[MCSEC-5.6-023] A security mechanism shall exist that allows transmission of data between 3GPP MCX network entities to be authenticated, confidentiality protected, integrity protected and protected from replays.

NOTE:
UE-to-UE and UE-to-network relays are not considered to be 'network entities'.
[MCSEC-5.6-024] The MCX service should take measures to detect and mitigate DoS attacks to minimize the impact to relays and to off-network MCX users.

[MCSEC-5.6-025] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs, including where relays are used.

[MCSEC-5.6-026] The MCX Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCX UE to the MCPTT application server, including where relays are used.

[MCSEC-5.6-027] MCX off-network UEs shall be explicitly or implicitly authenticated to each other.

[MCSEC-5.6-028] MCX off-network UEs and MCX relays shall be explicitly or implicitly authenticated to each other.

[MCSEC-5.6-029] The security solution should minimize the impact of a compromised MCX UE on other MCX UEs.

[MCSEC-5.6-030] The MCX Service shall provide a means to ensure integrity of all MCX user signalling at the application layer.

[MCSEC-5.6-031] The MCX service shall provide a means to support confidentiality of MCX user identities from all entities outside the MCX service.

[MCSEC-5.6-032] The MCX service shall provide a means to support confidentiality of MCX signalling from all entities outside the MCX service.
[MCSEC-5.6-033] MCX user authentication and authorization shall provide for the interoperability between different networks and interoperability between different manufacturers' clients and servers.
[MCSEC-5.6-034] MCX user authentication and authorization shall satisfy the requirements for MCX roaming and migration.

[MCSEC-5.6-035] MCX user authentication and authorization shall support all deployment models listed in TS 23.179 [2]).
[MCSEC-5.6-036] MCX user authentication and authorization shall support different mechanisms to authenticate the user, e.g. Web SSO, SIP digest, GBA, biometric identifiers, username+password.

[MCSEC-5.6-037] MCX user authentication and authorization shall provide efficient support from small MCPTT systems with few users to large scale MCPTT systems with hundreds of thousands of users.

[MCSEC-5.6-038] MCX user authentication and authorization shall be extensible to provide authorization for further mission critical services including group aware services, additional interfaces, etc.
6.6 Migration and interconnect
 [MCSEC-6.1-1]
The security requirements from elsewhere in clause 5 also apply during migration and interconnection.
[MCSEC-6.2-1]
All Mission Critical Users shall be authenticated with their home identity management service prior to authentication or authorisation with a partner domain.

[MCSEC-6.2-2]
An identity management service shall authenticate a visiting user prior to authorising that user for local service(s). 

[MCSEC-6.2-3]
A visiting user shall be authorised with the local server(s) at the partner MCX System before being granted local services.  

[MCSEC-6.2-4]
A user requiring services at a partner domain shall first acquire a verifiable credential from the user’s primary identity management service.

[MCSEC-6.2-5]
The partner identity management service shall have full and overruling authorisation control of all visiting users requesting services in the partner MCX System.
************************ End of change 5 *********************************
************************ Start of change 6 *********************************
7
Potential security solutions

7.1
General

7.2
Cross-service security solutions











************************ End of change 6 *********************************
************************ Start of change 7 *********************************
7.2.2.3.4
Security procedures for key download

The signalling key (CSK or MuSiK) is distributed with a 32-bit key identifier (CSK-ID or MuSiK-ID) within a MIKEY payload within the SDP content of a SIP NOTIFY message generated by the MCX Server. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [20], which ensures the confidentiality, integrity and authenticity of the payload.

The payload is constructed in a similar manner as for private call keys within TS 33.179 [3]. A CSK/MuSiK is generated along with a CSK-ID/MuSiK-ID. The difference from private call procedures is that it is signed using (the KMS-provisioned key associated to) the identity of the MCX Server. The security processes are summarized in figure 7.2.2.3.4-1.
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Figure 7.2.2.3.4-1: Security information within a Key Download message

At the MCPTT UE, the MCPTT Server's URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the message. If valid, the UE extracts and decrypts the encapsulated key (MuSiK or CSK) using the (KMS-provisioned) user's UID key. The MCPTT UE also extracts key id (MuSiK-ID or CSK-ID). This process is shown in figure 7.2.2.3.4-2.
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Figure 7.2.2.3.4-2: Processing the security content of a Key download message
As a result of this mechanism, the MCX UEs that have received a 'key download' message will receive a new signalling key, CSK or MuSiK, identified by the 4 most significant bits of the key ID. 

If the key is a CSK:

- 
the MCX UE shall discard any previous CSKs associated with the MCX Server URI, and

- 
the MCX UE shall use the new CSK for uplink signaling with the MCX Server 

If the key is a MuSiK:

- 
the MCX UE shall store the MuSiK and MuSiK-ID. Upon receipt of multicast signalling which indicates that the MuSiK has been used via the MuSiK-ID, the MuSiK shall be used to decrypt the signalling.

Key derivation proceeds as previously described in TS 33.179 [3].
************************ End of change 7 *********************************
************************ Start of change 8 *********************************
8
Evaluation and conclusion

************************ End of change 8 *********************************
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